Wits Wireless Configuration — Ubuntu Linux
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For any help on installing or configuring this software please contact the CNS Help Desk :-

Telephone number (011) 717 1717

E-mail ithelp@wits.ac.za

or visit the CNS Help Desk at

SH1064, 1* floor

Senate House

East Campus

University of the Witwatersrand


mailto:ithelp@wits.ac.za

1 Wireless Setup

The following document assumes that your wireless networking card has been properly detected by
Ubuntu and all you want to do is to connect to the Wits wireless network. Although this document
specifically refers to Ubuntu 9.04 and 8.04 it should work for other flavours of Linux.

This is not a document about wireless networking card detection but rather how to use it once
working.

In Ubuntu all the wireless network setup can be performed direct from the “application” bar.
By default you will see this:
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Note the Network icon to the left of the speaker icon at the top. Your network connection is there
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and ready to use but isn’t configured just yet, hence the small red square with an “x” in it.

Left click on the network icon to bring up a menu similar to the following:

@ =5 of) Thu)ul 16, 15:58
= Enable Networking
= Enable Wireless

Connection Information

| Edit Connections...

About

Click on “Edit Connections...”

Wired Wireless | "}" Mobile Broadband |@ VPN | DSL|
Auto ethO never .:E:. Add
Edit

Delete

3£ Close




On the “Network Connections” select the “Wireless” tab.

Wired & Wireless |“ﬁﬂ Mobile Broadband |g VPN | DSL
Auto Cns_Wpa 23 days ago == Add
CNS Kitchen 28 days ago

= Edit
Ej Delete
3€ Close

On the “Wireless” tab click on “Add”.

'+ Editing Wireless connection 1

Connection name: | ireless connection

= Connect automatically

Wireless | Wireless Security |IPv4 Settings |

SSID: | |
Mode: Infrastructure - |
BSSID: | |
MAC address: | |
MTU: |automatic |%| bytes

[ Available to all users @Qancel | Apply




For “Connection Name:” fill in “Wits Wireless Network™.
In the “SSID” field fill in “Cns_Wpa”. Take note that the “C” and “W” are capital.

w» Editing Wits Wireless Network

Connection name: |Wit5 Wireless Network

= Connect automatically

Wireless Wireless Security |IPv4 Settings |

ssiD: Cns_wpa |

Mode: |Infra structure - ||
BSSID: | |
MAC address: | |
MTU: |aut0matic ﬁ bytes

1 Available to all users egancel ‘ c;«;f'Apply |

Next click on the “Wireless Security” tab.

Editing Wits Wireless Network

Connection name: |Wit5 Wireless Network

= Connect automatically

Wireless Wireless Security ‘ IPva Settings‘

Security: None v |

[ Available to all users agancel | Q{;;'Apply |




Click on the drop down menu next to “Security:”

+ Editing Wits Wireless Network

Connection name: |Wit5 Wireless Network

= Connect automatically

Wireless Wireless Security ‘ IPv4 Settings

Security: None

WEP 40/128-bit Key
WEP 128-bit Passphrase
LEAP

Dynamic WEP (802.1x)
WPA & WPA2 Personal

WPA & WPA2 Enterprise |

[l Available to all users @(_:ancel | </ Apply

and select “WPA & WPA2 Enterprise” option.

w Editing Wits Wireless Network

Connection name: |Wits Wireless Network

= Connect automatically
Wireless Wireless Security ‘ IPv4 5ettings|

security: WPA & WPA2 Enterprise | |

Authentication: Protected EAP (PEAP) | v |

Anonymous Identity: | |

CA Certificate: {None) ||
PEAP Version: Automatic |v |
Inner Authentication: MSCHAPV2 v
User Name: | |
Password: | |

[ Show password

[l Available to all users anncel ‘ Apply




Select “Protected EAP (PEAP)” from the drop down menu next to “Authentication:”. Set the
“PEAP Version” to “0”. The rest of the fields should be left with the default settings.

Enter your staft/student number in the “User Name:” field prefixed with the Domain name i.e. for
staff use “ds\staff number” and for students use “student\student number”.
Fill in your Active Directory password into the “Password” field.

Click on “Apply” to apply the settings.

» Network Connections e

wired & wireless "' Mobile Broadband | @ VPN | D5L|

| Auto Cns_Wpa 23 days ago ' == Add

| CNS_Kitchen 28 days ago ;

| Wits Wireless Network never ARt
+ Delete
3£ Close

Click on “Close” to close the “Network Connections” window.
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disconnected

Wireless Networks
) CNS_Kitchen

Auto Cns_Wpa
Wits Wireless Network | — wlan-ap

VPN Connections >

Connect to Hidden Wireless Network...
Create New Wireless Network...




Right click on the “Network” icon and click on the “Cns_Wpa” link to connect to the Wits Wireless
Network.

If the following window appears, click on “Always Allow”.

5 Allow application access to keyring?
] The application '"NetworkManager Applet” (fusr/bin/nm-
applet) wants to access the password for ‘Network secret for

Wits Wireless Network/802-1x/password’ in the default
keyring.

Deny Allow Once Always Allow
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Cns_Wpa
Connection Establi

You should see the above screen once you correctly authenticate onto the Wireless Network.



2 Other settings

Proxy settings to use for your browser:
Proxy: Staff proxyad.wits.ac.za, port 80 for all protocols
Students proxyss.wits.ac.za, port 80 for all protocols



3 Troubleshooting

1 Can’t see wireless networks in range
1.1~ Make sure your wireless adapter is turned on
1.2 Make sure you are in an area that does have CNS Wireless coverage

2 Cannot authenticate
2.1  Make sure the user-id and password is correct and all the protocols have been set as per

the procedure

3 Proxy not accepting password
3.1  The proxy user-id is domain\userid, eg. DS\12345 or STUDENTS\6789

3.2 The password is incorrect or the user-id is incorrect
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