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1. Objective

The purpose of this document is to ensure that clients with the Windows Vista Operating system are able
to connect to the Wireless Network at Wits University without a VPN client. Please note that at the time
of the document creation, CNS does not support the Windows Vista Operating system and as
such this document is just a helping guide.

2. Assumptions

This procedure document was created using a new install of Windows Vista running service pack 1 with
all of the latest Windows security updates installed at the time of document creation. The hardware used
during this document creation was an Hp Compaq 6710b. This procedure also assumes that the client
machine that will be connected to the Wits network is protected with some sort of Antivirus Software and
that the Microsoft operating System is patched with the latest security patches

3. Procedure
From your Desktop, click on the Start button, then RIGH1;mose click on Network and select Properties.

£z Internet T
Internet Explorer

~. . E-mail Wits-User
=/ Microsoft Office Outlook

Documents
Pictures
Music
Recent ltems
Computer

Network

Open
Connect To Bl

Map Metwork Drive..,
Disconnect Metwork Drive...

Default Programs

Help and Support

Control Panel

Run...

»  All Programs

The Window below appears. Click on Set up a network connection or network.
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i » Control Panel » Network and Sharing Center v | #3 | searcn 2

Network and Sharing Center

i&f —%— g
WITS-USER-PC Internet
(This computer)

View full map

A+ Not connected

You are currently not connected to any networks

Connect to a network

The Window below appears. Double-click on Manually connect to a wireless network.

(= |

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

Set up a wireless router or access point
Set up a new wireless netwoark for your home or small business,

ﬁ Manually connect to a wireless network
59l _hoose this to connect to a hidden network or create a new wireless profile,

& Setup awireless ad hoc (computer-to-computer) network
&N Set up atemporary network for sharing files or an Internet connection.

= Setupadial-up connection
m#® Connect through a dial-up cennection to the Internet.

Enter the information as shown on the picture below the click Next.
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Enter information for the wireless network you want to add

Metwork name: Cns_Wpa

Security type: |WPA-Enterprise

Encryption type: [TKIP

Security Key/Passphrase: | Display characters

Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,

Mext I’ Cancel

Click on Change connection settings
=l =

l'\\-—) @ IManually connect to a wireless network

Successfully added lsusecure

% Connectto..

Open the "Connect to a network” dialog se I can connect.

< Change connection settings
Open the connection properties se that [ can change the settings.

Close

The window below appears
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Connection Esem’iwi

Mame: Cns_Wpa
SEI0: Cns_Wpa
Metwork Type: Access point

MNetwork Availability:  All users

[¥]Eonnect automatically when this network is in range;
Connect to a more preferred network if available

[] €annect even if the network is not broadcasting

Click on the Security tab

The screenshot below appears. Ensure that the settings on your machine are exactly like the settings
displayed below. Please ensure that the checkbox for Cache user information is unchecked and also
that Protected EAP authentication method is selected. Then click on the Settings button to proceed.
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lsusecure Wireless Network properties

Connection | Security

Security type: [WPA-Enterprise "]

Encryption type: [TlC[P v]

Chogze 3 network authentication method;
' |Pratected EAP (PEAP) v || settings... |

[ Cach user information for subseguent connections
to ths network

[ Ok ][ Cancel l

The screenshot below appears. Ensure that the settings on your machine are exactly like the settings

displayed below
PM

il

When

(

Connect to these servers:

Trusted Root Certification Authorities:

W] Class 2 Public Primary Certification Authority

[ Entrust.net Secure Server Certification Authority
[] Equifax Secure Global eBusiness CA-1

[] GTE CyberTrust Global Root

[ Microsoft Root Authority

[] Microsoft Root Certificate Authority

[ Thawte Premium Server CA

[] Thawte Timestamping CA

Do not prompt user to authorize new servers or trusted
certification authaorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] l’ Configure...

( Enable Fast Reconnect ]
|| Enable Quarantine checks
[| Cisconnect if server does not present aryptobinding TLV

[ OK ] [ Cancel

Click on the Configure button to proceed.
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The screenshot below appears.
EAP MSCHAPw2 Properties

When connecting:

D?ﬂ.rl:maticalhr use my Windows logon name and :
pafsword (and domain f ary).

| oKk | [ Cancel

Please ensure that the checkbox is unchecked

Click OK on the rest of the opened windows until you get to the Manually connect to a wireless
network page. Click on Connect to...

Highlight Cns_Wpa and click on the Connect to... button. Look for a pop up on the lower right corner of
your desktop. A small window should pop up asking you for additional information as displayed below

A« Additional information is required to connect to Isusecure.
== (lick to provide additional infermation and connect

< WE® HL 11556 AM

Click on it and the window below appears.

Lser name: (staﬂ: number | student number ]

Password: [ [ TITTITI T ] ]

Logon domain:( D5 |55

Save this user name and passward for future use

[ OK ] [ Cancel ]

Enter in your Staff Number or Student Number in the User name field.
Enter in your Active Directory password into the Password field.
Enter in DS if you are a staff member or SS if you are a student in the Logon domain field
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You should now be successfully connected to the Wireless network at Wits University. If you can not still
connect to the Internet, please ensure that you have configured you Internet Explorer web browser to use
the Wits Proxy servers as shown in the subsequent pages.

From your Desktop, click on the Start button, then RIGHT mouse click on Internet Explorer and select
Internet Properties.

Browse the Internet

Remove from this hst

== Micresaft O

Pictures

Bursic

Recent ems
Computer
Metwork

Connect To
Control Panel
Default Programs
Help and Support

Rumn...

—_——

@

The window below appears
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IntemeiPmrlj EEEXTT
General |Securit\-I | Privacy | Content HEonnecﬁonq Programs | Advanced

Home page

/‘? To create home page tabs, type each address on its own line.

|a

W http://intranet.wits.ac.za/ -
Use current [ Use default ] [ Use blank

Browsing history

’l_ | Delete temporary files, history, cookies, saved passwords,
¥ and web form information,

Delete. .. ] [ Settings ]
Search
p- Change search defaults.
Tabs
Change how webpages are displayed in
tabs,
Appearance
Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

Select the Connections tab to proceed

The window below appears
i | Internet Properties

|General I Security I Privacy IContent| Connections | Programs | Advanced

To set up an Internet connection, dick

Setup.

Dial-up and Virtual Private Network settings

Add...
Add VPN...
Remove...
Choose Settings if you need to configure a proxy Settings
server for a connection.
@ Never dial a connection
Dial whenever a network connection is not present
Always dial my default connection
Set default

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings I

Choose Settings above for dial-up settings.

’ OK ] ’ Cancel Apply

Select the LAN settings button to proceed
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The window below appears. Please note that in the steps that follow, we are assuming this is a staff
member’s machine.

Local Area Network (LA

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automaticallyldetect settings

|:| Use automatic configuration script

Proxy server

Use a prakey server for your LAN (These settings will not apply to
dial-up orfVPM connections).

Address: proxyad.wits.ac] Port: (BD I

Bypassjproxy server for local addresses

[ OK J ’ Cancel ]

Please ensure that:-
1) Automatically detect settings checkbox is unchecked
2) Use a proxy server for you LAN checkbox is checked
3) Bypass proxy server check box is checked
4) If you are a staff member, the proxy address for staff machines is proxyad.wits.ac.za

5) If you are a student at the university the proxy address for student machines it is
proxyss.wits.ac.za

6) The port for both staff and student machines is 80

Click on the Advanced button to proceed and the window below will appear

Servers

B Type Proxy address to use Port
WE]
HTTP: proxyad. wits. ac.za *80
Secure: proxyad. wits.ac.za * |80
ETP: proxyad.wits.ac.za |80
Socks:
Use the fame proxy server for all protocols
Exceptions
B Do notuse proxy server for addresses beginning with:
L™ = -
( = wits.ac.za; 146.141.% A
Use semicolons { ; ) to separate entries.
[ 0K ] [ Cancel
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Please ensure that:-
1) Use the same proxy server checkbox is checked

2) In the Exceptions box please ensure that the information *.wits.ac.za; 146.141.* is inserted
to ensure that the proxy server is bypassed for browsing local addresses

Click OK 3 times to return to desktop, thus successfully configuring the Internet Explorer browser
successfully for the Wits network.

This concludes this procedure guide of enabling Windows Vista clients to be able to connect to
the Wits University wireless network without a VPN client.

4. Acceptance

This procedure was written by Hanish Patel and is the property of the University of the Witwatersrand

Author: Hanish Patel Approved by:

Position: Team Leader, Senior Systems Position:

Engineer for the SOE

Signature: Signature:

Date: 27 March 2009 Date:
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